EVIDENCE CUSTODIAN - USER GUIDE

The Evidence
Custodian Handbook

A walkthrough of the account, evidence, Section 63
certification, and enterprise features — with the spots

people tend to get stuck, called out as they come up.

RECENTLY ADDED

Every screen shown here reflects the current build: two-factor authentication
(TOTP, no external service), Cloudflare Turnstile CAPTCHA (with an
automatic fallback to a math question until it's configured), and a contextual
? next to fields whose purpose, format, or consequence isn't obvious —

hover it, or tap it on a touch screen. Several of the screenshots below show

one open.
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? Common points of confusion

o1 Getting started

Creating an account, and the two ways to arrive at the sign-in screen.

The landing page

Both the login and registration forms live on the home page as tabs, so a first-

time visitor never has to pick the "right" link.
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The landing page. Login and Register are tabs on the same
card, not separate pages.

Registering

Only name, email, and password are required. Organization and GSTIN are
both optional — GSTIN only matters if you'll need GST invoices later, and it

has a strict 15-character format the form checks before it lets you submit.
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The full registration form.

@ Evidence custodian

Create Account

Tapping the ? next to GSTIN spells out the exact format —
state code, PAN, entity code, checksum — so a typo gets caught

before submission, not after.

Signing in
The field above the password takes either your email address or your
username — whichever you registered with is what got stored, and the sign-in

form no longer insists on email formatting to accept it. If you forget which one
you used, either will work as long as it's correct.



@ Fvidence Custodian

Welcome Back

The identifier field reads Email or Username and accepts
either.

Forgotten your password entirely? The link below the form sends a reset
email to the address on file.

W Recent Evidence Records

No Evidence Records Yet
pload your fs tarted

Password reset asks only for the email on the account.

02 Securing your account

Two-factor authentication is optional, self-contained (no external service to
configure), and lives entirely under Settings.

Before you turn it on

The Settings page shows a Two-Factor Authentication card whether or not it's

enabled yet — this is what it looks like before you have.
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Settings, before enabling two-factor authentication.

Enrolling an authenticator app

Scan the QR code with Google Authenticator, Authy, 1Password, or any other
TOTP app. Can't scan it — a desktop browser, say — use the manual key
underneath instead.

@ Evidence custodian

Set Up Two-Factor
Authentication
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Confirm and Enable

Scan, or copy the manual key by hand.



The manual key's tip explains where to paste it, and warns
it's shown only this once.

SAVE THESE BEFORE YOU CLOSE THE PAGE

Confirming the code on this screen immediately shows ten backup
codes — each usable once, in place of your authenticator app. This is
the only time they're ever displayed. Store them somewhere durable (a
password manager, a printed copy in a locked drawer) rather than a
screenshot on the same phone that has the authenticator app.

Two-Factor Authentication Enabled

Ten single-use backup codes, shown exactly once.

Signing in afterward

Once MFA is on, a correct password no longer signs you in by itself — it
hands off to this second screen first.



@ Evidence Custodian

Verify Your Identity

The authenticator code or a backup code both work here.
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Settings afterward — disabling it back here asks for your
password to confirm.

03 Uploading evidence

One file at a time, or up to a hundred at once — each gets its own certificate
either way.



Your dashboard

The dashboard is where you land after signing in, and where every other

feature is one click away.

@ Evidence Custodian

[fll Dashboard
Welc back, dem

your digital evidence certificates.

% Upload New Evidence T My Integrity Reports # Bulk Upload 1 Evidence Vault = Buy Credits

otal Evidence File Certificates Generated ast Upload

0

I Recent Evidence Records

No Evidence Records Yet
Upload

The dashboard.

Single-file upload

Single-file upload — the quickest path from file to
certificate.

Bulk upload

Drag up to a hundred files at once. The limit that matters is 500MB for the
whole batch, not per file — if a batch is bigger, split it into two uploads rather
than trying to shrink individual files.



# Bulk Upload

Drag files in, or click to browse.

# Bulk Upload

Evidence Upload
=

Drag & Drop Files Here

The heading's tip lists accepted formats and clarifies the
500MB figure.

04 Certifying under Section 63

The statutory certificate under Section 63(4)(c) of the Bharatiya Sakshya
Adhiniyam, 2023 — the most legally consequential forms in the product, and
where the field-by-field hints (a permanent line of text under a field, not a hover
tip) matter most.

Recording the original source

Before either declaration, the platform needs to know where the record
originally came from — the phone, DVR, or cloud account, not the file you
uploaded. Saved devices can be reused (and optionally shared with your
team) so this doesn't get retyped every time.



Original Source Particulars

Original source particulars, with the extraction-method tip
open.

Add Source Device

Saving a device for reuse across future uploads.

Part A — the party's declaration

Completed by whoever had lawful control of the original device or account.
Every field below the source particulars carries its own hint line, and the
declaration checklist and hash-algorithm choice each get a fuller explanation
behind a ?.
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03/09/2026

Part A in full, with the hash-algorithm tip open over the
declaration checklist.

Part B — the expert's declaration

A separate, independent hash calculation — the platform's own computed
value is deliberately withheld on this form, since Part B only has evidentiary
weight if it reflects a genuinely separate examination. The Section 79A status
field is usually the one question people hesitate on.
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Declaration and signature

I confirm that the. hash report records the hash value or values calculated for the electronic record identified above, and that the particulars
d cor

recorded in this Part are tru e best of my knowledge and belief.

03/09/2026 14:30:00

Part B, with the Section 79A status tip open — choosing "Not
claimed" is fine and still lets the declaration proceed.

o5 Enterprise features

Teams, API| access, webhooks, and case organization — available on the

Enterprise plan.

Team & retention policy

Inviting a colleague sets their role at the same time. The retention policy
further down the same page is a records-keeping setting only — it computes

a date, nothing more; the platform never deletes evidence on its own.
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Update Policy

Team roster and retention policy, with the retention tip open.

API keys

A key is shown in full exactly once, right after creation — have somewhere to

paste it ready before you click Create.

Create APl Key

Download certificate

Naming a new key. The name is just a label — it doesn't affect
what the key can do.

Webhooks

Choose the events that should notify your own server, and over HTTPS only.
The signing secret used to verify X-Webhook-Signature is shown once, in



full, right after you add the webhook — if it wasn't saved, deleting and re-
adding the webhook is the only way to get a fresh one.

Add Webhook

Adding a webhook, with the URL tip open.

The signature scheme, spelled out where it's actually used.

Cases

A case is a folder, not a certificate — it groups evidence records under one
chain of custody. Only the title is required at creation; everything else can be

filled in as it becomes known.
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Creating a case, with the heading's tip explaining what a case
actually does.

o6 Billing & plans

Pricing is self-serve; Enterprise is a conversation.

Choose Your Plan

Enterprise
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Plans and pay-per-use packs.
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Contact Our Sales Team

The Enterprise inquiry form — only name, email, and company
are required.

Common points of confusion

Answers to the questions that come up most, gathered in one place rather than

only where each one occurs in the walkthrough above.

My username doesn't look like an
email — can I still sign in with it?

Yes. The identifier field takes either your email or your username; type whichever

one you registered with.

What exactly does GSTIN need to look like?

Fifteen characters: a 2-digit state code, your 10-character PAN, a 1-digit entity
code, the letter Z, then a checksum character — e.g. 22AAAAAOOOOALZS. It's
entirely optional; leave it blank unless you need GST invoices.

I lost my authenticator app and

my backup codes. Now what?

There's currently no self-service recovery for this — contact your organization's
administrator. This is exactly why the backup codes are worth saving somewhere
durable the moment they're shown.



Is the CAPTCHA on the register/login forms actually secure?

Today it's a math question, which stops unsophisticated bots. Once an
administrator configures Cloudflare Turnstile, every one of these forms switches

over automatically — no visible change to the workflow, just a stronger check.

My bulk upload was rejected for being
too large, but each file is small — why?

The 500MB limit is for the whole batch's request size, not any single file. Split a

large batch into two or more uploads instead of shrinking individual files.

If T lower the team's retention period,

does old evidence get deleted right away?

No — changing it only updates the computed eligibility date going forward.
Nothing on this platform is ever deleted automatically, regardless of this setting.

I created a webhook and now I can't find
the secret anywhere — did it get lost?

It was shown once, in full, in the confirmation message right after creation. If it
wasn't copied then, delete the webhook and add it again to get a new one — the
platform can't show you the same secret twice.

What's the difference between a "Case" and a certificate?

A case is a container — it groups related evidence records (and their certificates)
under one chain of custody for a single legal matter. It doesn't certify anything by
itself.

I'm not a notified Section 79A Examiner
— can I still complete Part B?

Yes. Choose "Not claimed" for Section 79A status and fill in your qualifications,
certifications, and relevant experience instead, so the court can assess your
expertise directly — this follows the Supreme Court's 2026 ruling that unnotified

experts aren't barred from giving this opinion.



This handbook reflects the build current as of this writing. Screens change as
the product does — if something here no longer matches what you see on

screen, the in-app ? tips and field hints are the source of truth.



